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Improve Security

Privilege Guard ensures 

administrators are granted 

privileged access only to the 

applications they are directly 

responsible for managing on 

servers. Implementing least 

privilege for system 

administrators will significantly 

improve server security as all 

privileged access is restricted. 

Where flexibility is required, 

on-demand access can be 

granted, providing gated control 

and auditing of privileged 

applications and activity.

Achieve Compliance

Meet internal and external 

compliance initiatives by 

ensuring all administrators 

log on with a standard user 

account. With Privilege Guard, 

access to privileged 

applications is centrally 

managed through policies and 

all privileged activity is audited 

and backed up by enterprise 

reporting modules. Privilege 

Guard can also collect detailed 

application forensics, which 

provides valuable information 

about all privileged operations. 

Combat Insider Threats

The greater the number 

of privileged accounts, the 

greater the likelihood that one 

of these accounts may be used 

by a disgruntled employee in 

a malicious or inappropriate 

manner. With granular control 

and auditing of privileged 

applications, Privilege Guard 

can significantly reduce 

exposure to this type of threat. 

Where intentional misuse is 

suspected, audit trails and 

application forensics can 

pinpoint the source.

Reduce Operational Risk

With Privilege Guard, the 

likelihood of unauthorized 

changes being made to any 

of the servers in a datacenter 

is minimized. This is achieved 

by only granting each 

administrator privileged access 

to the applications and tasks 

required to perform their role. 

Given the critical role of 

servers, the benefits of the 

least privilege approach can 

prove even greater in the 

datacenter.

Privilege Guard Features:

     Secure elevation of individual management consoles and 

granular control over services. 

   Control and elevation of scripts, including support for remote 

server management via PowerShell.

   On-demand elevation capabilities: administrator is prompted 

to re-authenticate and enter a reason. 

   Over-the-shoulder authentication feature for mission critical 

servers, if it is necessary for an administrator’s actions to be 

verified and authorized by a second administrator.

   Privileged activity centrally audited and reported upon 

through the Enterprise Reporting Pack.

   Reports provide a complete insight into privileged activity 

performed on each server.

Due to the power that privileged accounts carry, 

it is necessary to limit the actions of administrators 

when they are logged on to servers in the 

datacenter or cloud. Restricting actions of an 

administrator not only helps achieve compliance 

with many regulatory mandates, it also allows the 

tracking of any privileged changes to a server. 

Privilege Guard provides protection from 

deliberate or unintentional privilege abuse.

With Privilege Guard, system administrators log 

on to servers with standard user rights and 

elevated privileges are assigned directly to the 

applications and tasks that are required to 

perform their role.
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